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Data Breaches: Harmless Data, Misused
A Growing Threat to Personal Privacy

An alarming incident has come to light, raising significant concerns about data privacy. A
personal information data base, including national identification numbers, addresses, emails,
phone numbers, employment histories, and medical and financial records of 5 million
Romanians, is allegedly available for sale for €15,000. While it remains uncertain if all this
data is genuinely aggregated into a single database, the mere possibility of such a breach
underscores the critical importance of data protection and data theft prevention.

The Perception of GDPR: A False Sense of Security?

Despite the stringent regulations imposed by GDPR, there remains a pervasive belief that
these measures are either excessive or ineffective. Many think that if ordinary personal data
falls into the wrong hands, the consequences would be negligible. This article aims to dispel
this myth by illustrating the serious risks associated with seemingly harmless data.

Real-World Implications of Data Misuse

Scenarios Illustrating the Danger of Compromised Data:

1. *Terrorism Facilitation*: fraudsters could use an innocent citizen's basic data to make a
hotel reservation, which might later be used to execute a terrorist attack.

2. *Medical Blackmail*: perpetrators might threaten to disclose an individual's common yet
embarrassing medical conditions unless a ransom is paid.

3. *CEO Fraud*: using a CEQO's personal information and deepfake technology, criminals
could deceive employees into transferring large sums of money.

4. *Emergency Scams*: armed with convincing personal details, fraudsters could call
someone's parents, claim their child has been in a severe accident, and demand an urgent
transfer of €3,000 for medical treatment.

5. *Electoral Sabotage*: by creating a fake social media account using a candidate's data,
scammers could launch smear campaigns or scams, potentially derailing the candidate's
electoral chances.

Phishing: Old School, But Still Not Obsolete

Among various cyber threats, phishing remains ubiquitous. Many individuals believe they are
immune to such attacks, but the reality is starkly different. Below, I outline a typical phishing
attack to emphasize how anyone can fall victim if not vigilant, especially when fraudsters
possess seemingly trivial personal data.

Anatomy of a Phishing Attack:

1. Initial Contact: The scammer sends a highly personalized email, posing as a legitimate
authority or bank, incorporating accurate personal details to build trust (e.g., full name,
address, recent transactions).
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2. The Story: The email warns of issues like a failed delivery, potential legal liabilities,
suspicious bank activity, or missing documents, urging the victim to verify their information
via a provided link.

3. Fake Website: The link leads to a fraudulent website that mimics a legitimate one. The
victim is asked to log in with their username and password, believing the request is genuine
due to the accurate personal information provided.

4. Data Harvesting: Once convinced by the authentic-looking email and site, the victim enters
really sensitive data, which the scammers then capture, granting them access to the victim's
real accounts.

5. Immediate Exploitation: With this additional information, scammers can:
- Transfer funds from the victim's accounts
- Access company funds using the victim's credentials
- Open new credit lines in the victim's name
- Make significant purchases
- File fraudulent claims

Notable Data Breaches:
- Equifax Data Breach: Exposed sensitive information of millions, leading to widespread
identity theft and financial fraud.

- Aadhaar Breach in India: Data sold on the black market was used to create false identities,

resulting in numerous fraud cases.

- Cambridge Analytica Scandal: Data harvested from millions through a fashion app was used
for political profiling, significantly impacting the outcome of the US elections and the Brexit

vote.

Proactive Measures to Protect Yourself from Scams

Understanding the potential dangers of compromised personal data is only the first step. The
next crucial phase is implementing effective protective measures. Here are some practical
strategies to safeguard oneself against scams and data breaches.

Strengthen Your Digital Security

1. Use Strong, Unique Passwords:

- *Why*: Weak passwords are an open invitation for cybercriminals.

- *How?*: Create complex passwords with a mix of letters, numbers, and special characters.
Avoid using the same password across multiple sites.

2. Enable Two-Factor Authentication (2FA):

- *Why*: Adds an extra layer of security beyond just passwords.

- *How*: Set up 2FA on your accounts where available, requiring a second form of
identification, such as a text message code or an authentication app.
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3. Update Software Regularly:

- *Why*: Outdated software can have vulnerabilities that are easy to exploit.

- *How*: Ensure your operating system, apps, and antivirus software are always up to date
with the latest patches and updates.

4. Use Antivirus and Anti-Malware Programs:

- *Why*: Protects against malicious software that can steal your data.

- *How*: Install reputable antivirus software and keep it updated. Run regular scans to
detect and remove threats.

Be Cautious with Your Personal Information

1. Limit Sharing on Social Media:

- *Why*: Publicly available information can be used to craft targeted attacks.

- *How*: Adjust privacy settings to restrict who can see your posts and personal details. Be
mindful of the information you share online.

2. Verify the Source:
- *Why*: Phishing scams often come from seemingly legitimate sources.
- *How*: Double-check the sender's email address, look for spelling errors, and be wary of

unsolicited requests for personal information. When in doubt, contact the organization
directly through their official channels.

3. Shred Sensitive Documents:
- *Why*: Physical documents can also lead to data breaches.
- *How?* Use a shredder to destroy documents containing personal information before

disposing of them.
Monitor Your Accounts
1. Regularly Check Financial Statements:

- *Why*: Early detection of unauthorized transactions can prevent further damage.
- *How*: Review your bank and credit card statements frequently. Report any suspicious

activity immediately.

2. Set Up Account Alerts:
- *Why*: Instant notifications can help catch fraudulent activity early.
- *How*: Enable alerts for transactions and login attempts on your financial accounts.

Educate Yourself and Stay Informed

1. Learn About Common Scams:
- *Why*: Awareness is a powerful tool against deception.
- *How*: Stay informed about the latest scam tactics by following trusted news sources and

cybersecurity blogs.

2. Participate in Security Training:
- *Why*: Formal training can enhance your ability to recognize and avoid scams.
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- *How*: Take advantage of security awareness training programs offered by your employer
or online educational platforms.

3. Engage in Cyber Hygiene Practices:

- *Why*: Regular practices can minimize the risk of cyber threats.

- *How*: Incorporate good habits like regularly changing passwords, backing up data, and
being skeptical of unsolicited requests for information.

Report Suspicious Activities

1. Report Phishing Attempts:

- *Why*: Helps prevent others from falling victim to the same scam.

- *How*: Forward phishing messages to relevant authorities, cybersecurity organizations,
report them through the designated channels of the social networks where you encountered

them.

2. Inform Financial Institutions:
- *Why*: Allows for quick action to protect your accounts.
- *How*: If you suspect fraud, contact your bank immediately to secure your accounts.

3. File a Complaint with Regulatory Bodies:
- *Why*: Contributes to broader efforts to combat cybercrime.
- *How*: Report data breaches and scams to authorities like the Data Protection Authority

or similar regulatory bodies in your country.
Takeaway

In today's digital world, the protection of personal data is more important than it has ever
been. By implementing these measures, individuals can do their best in reducing the risk of
falling victim to scams and data breaches. Remember, however overwhelmed we might feel in
an increasingly cyberworld, vigilance and proactive security practices are still our best
defenses. The stakes are high, but with awareness, education and action, we can train
ourselves to safely navigate the future.

Attorney ANDREEA VLANTOIU - Bucharest Romania
Leader of WILL INTERNATIONAL DATA PROTECTION GROUP



